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FED-STD-1026
August 3. 1983

FEDERAL STANDARD

TELEcOMMUNICATIONS, lNTEROPERABILITYAND SECURITY
REQUIREMENTS FOR USE OF THE DATA ENCRYPTION STANDARD

INTHE PHYSICAL LAYER OF DATA COMMUNICATIONS

Thisstandardisissuedby theGeneralServicesAdministrationpursuantto
theFederalPropertya“dAdministrativeServicesActof1949,asamended.

1. %

1.1 ocscrintion.‘ThkstandardspecifitsInteropcrabilityandsecurity‘mlatcdrequirementsforusingencryptionatthe
%ysicalLayerofthe60 Open SystemsMemonnection(0S0ReferenceModelintelecommunicationsystemsconveying
AutomaticOata processing(ADP)andlornarrativetextinformation.The algorithmusedfor●ncryptionistheOala
EncryptionSfawJard(OES),describedin FederalinformationProcessingStandar3s%bfication46. Requirements
cmwainedin thk standardrelateto tfw interoperationof hysicalLayerData EncrypticmEquipment,or their
inte~tion withassociatedDataTerminalEquipmentorDataCkult-rerminatfngEquipment.Additiomlsecurity
~WirCM@% notdirectIyrelatingtoinleroperabilify,arecontainedinFederalStandard1027.

I.2 C4fccfives

1.2.1 Meroperabifity.To facihtatetheinteropcrationof Governmentdatacommunicationfacilitiesandsystems
thatrequirecryptographicprotectionusingtheOataEncryptionStandad(DES)algorithm

1.2.2 =. TOp~~nt t~ di*J~Ureofplaintext

1.3 ADplication.ThLsstardardappliesto allDES cryptographiccomponents,equipment,systemsand services
procuredorleasedby Federaldepartmentsad agtnciesforencryptionofADP andlornarraivetextirdormafioninthe
physkaiLayerof datacommunicationsusingtheOataEncryptionStanda!d(0SS)algorithm.Encryptionofvideosignals
andfacsimifedccumentsisnotwithinthescopeofthkstandard.Gddancetofaciiitatethe.PPficatiOnofthisStatiard.
withrespecttodegradationofsecuritybyimproperimplementationoruse,willk providedfo,.ina revi$io.toF~erai
propertyManagementRegulationbl CodeofFederalRegulations101-35.3.

1.4 Definitions.The followingdefinitionscon.entiormandterminologyapplyinthtsstandatd.Furfherdefinitions
am cOn~&deral Standard1037.

a. CiphettextiEncrypteddata.

b. Data EncrypticmEquipment(DEEh DES CryptograpMcEquipmentUS-4indatacommunicationsThis
equipmentmay beintegratedintoDataTerminalE@pme”t, DataCkcuit-terminating!@dpmmt, orbestand-alone.

c. DES+ The Oafa EncryptionStandardalgorithmspecifiedin FederalInformatio”ProcessingStandards
~bfication46

d. DES CryptographicEquipmentEquipmem ●mbodyingo“e,ormore DES devicesacd associatedcontrols+
interfaces,power suppfie%alarmsand ttw relatedhadware,software,and firmwareusedto encrypt,decrypt,
authenticate,andperformsimilaroperationsoninformation.

,. OES Device:Theelectronichardwarepar!orsubassemblywhichimplementsjusttheDESalgorithm~ified
inFederalfnformationprocessingStandam3sFufdicatio.46,andwhichisvafidatdbytheNationalBureauofStandards.

f. DES Key Variable.The 64bitsusedtokeyDES DataExrypticmEquipmem.Eighfbksareusedforparity
chcckhgand56tiltsareusedbyDES devicesforencryptionanddecryption.

E. S_dtfafizingVector(Iv):A vectorusedindefiningthestartingpointofanencryptionprccesswithina DES
device.

h NarrativeTee Textforwhichthesemanticcontentis“otchangedby AutomaticDataProcessing(ADP)
e~ipme”t(e.g.,recordw narrativetraffic).

i. Ffai”textUnencrypteddata.

i. ServiceOata UnitiThe unitof dataprovidedas inputto a givenlayerof the tSO Open Systems
htercormectionReferenceModelfromthenexfhigherlayer.

2. ReferencedOocuments

a. FederaltnformationprocessingStandardsFwbficaficm$6:OataEncryptionStandaid.(Copiesofthisstandatdare
availablefrom theNatioralTechnicalhformationService,U.S.Departmentof Camme!ce,5285PoflRoyalRoad,
Springfield,VA 22161).
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b. FederalI.forwmtionProcessingStandardsPublication81:DES ModesofOperatiom(Copiesofthisstandardare
availablefmm theNationalTech+dcalfnformati.nService,U.S.Departmentof Commerce,5285 Pm RoyalRead,
Springfield,VA 22161).

d. FederalStandard1011:TelecommunicationsCharacterStructureand CharacterParitySenseforSerial-9y-Bit
DataCommunicationintheAmericanNationalStandardCo& ForI“formatio.interchange.(Cnpiesofthisstatiardare
availablefromtheGeneralServicesAdministrationSWcificationUnit(WFSIS),Rcom 6039,7thand D StreetsS.W.,
Washi”gron,D.C.20007).

e. FederalStandard1027:TelecommunicationsGeneralSecurityRequirementsfor EquipmentUsingtheData
EncryptionStandard.(CopiesofthisstandardareavailablefromtheGeneralServicesAdministrationSpecificationUnit
(wFSIS),Room 6039,7%handD StreetsS.W.,Washington,D.C. 20607).

f. fntemationalStandard7498:Open Systemshterccmrwctio”RefermceMcdel.Thk documentisavailablefmm
theAmericanNationalStardardstnsfitute(ANSI),1430Broadway,New York,New York 10018.

3. Requirements

3.1 Overview.h PhysicalLayer●ncryption,allof theFhysicalLayerServiceDataUnitisencrypted,exceptfor
START~P bitsduringasynchronousoperationandparitybitswh.mparityisbehngrestored.An optionisprovided
forrestoringasynchronouscharacterparity.

3.2 Mcde ofOperation.The capabilityshallexisttooperateusingthel-titCipherFeedbackmode ofo~wdion.
(Ref.FederalfnfonmtionprocessingStmdamfsFubiicaticm2,1).

3.3 SynchrcmcwsOperation

3.3.I Transmission.Upon the establishmentof a physicalconnectionbetwem Data EncryptionEquipment
(corresptitngtoreceptionof initialCleartoSendindkation),theSendOat.interchangecircuitisina MARK (all
ONES) state.A W-bitInitializingVector(IV)iss.mtatthispointintin% precededby a singleZERO bit(SPACE)m
delimir TheIV.Thefirstbittm”sfewcd.1theIJ8-bhIVisplacedi“bitpositicm17oftheDES deviceinputblock(Ref.
Federalhforrnatio”ProcessingStandardsPub]icaticm81).(Itmay be desirabletodelayCleartoSendindicationtoa
transmirlimgunitofDataTerminalEquiprnenTwhilstheIVissent).Immediatelyaf~ertransmissi:”.oftheIV,allbitsof
thephysicalhyer ServiceUataUniticom’espo”din8toallbitsontheSendGalaimerchangeCirculllaree~rypled.ihk
processcontinuesindefinitely,untildisestablishmentofthephysicalconnecticm(lossofCfeartoSendindication).

3.3:2,$ecepfiomUpon the establishmentof a physicalconnection(correspcmdi”gto initialReceiverReady ●
ind,cat!o,thefteceiveOata interchange circuitisina MARK (allONES) state.The 48 bks receivedimmediately
followingthefirstZERO btit(SPACE)arecomidtredto be theklitiahZi”8Vector.Allfollowingbitsreceivedam
decrypted.Thk processcontinuesindefiniteiy,untildisestablishmemofthephysicalcmmcction(1.ssofReceiverReady
ind!cation).An exampleofsynchronousPhysicalLayerencryption,indicatimqsometimingrelationshicm,isshowni“the

1
followingfigwe.
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3.4.1 NormalTransmissicat

3.4.1.1 Overview.Tht ●ncryptionof asynchronousand synchrOnOJsPhysicalLayerdataiscloselyrelated.The
differencesinencryptionrelatetouseofSTART andSTOP bitsandaccommodationofBREAK sigmals.

3.b.l.2 hitializinKVector.Upon theestablishmentofa physicalccmnecfion(corm$p~lngto initialClearfoSend
indication),theSendoatainterchargecimuitisinaMARK (allONEs) state.An hitiafizi.gVector(lV)issentatthis
pointintime,subdividedinto.nitsthesizeofthecharactersabouttobcefwyptedandtransrnittcd.ThelV1engthshall
bethelowestintegermultipleofthccftaractersizethatisequaltoorgreaterthan48bits Thecharacrersintowhich
theIVIssuMividedshaflhaveappropriateSTART andSTOP bitsap$atdedtothem. k transmissionofa 4Y-M IV,for
example,thefirstIVbittransferredisplacedinbltposition160ftheDESdeviceinputblccL

3.4.1.3 Sfming Encrvption.Aftertransmissionof theIV,charactersof the PhysicalLayerServiceData Unit
(correqmndingtocharacterson theSad Datainterchangecircuit),framedwithinSTART andSTOP bitsat-eencrypted.
START and STOP bitsarcnotencrypted.Thisprocessc.xdinuesindefinitely,exceptforBREAK sigrtals(described
below),untildisestablishmentofthephysicalconnection(km ofCleartoSendindication).

3.4.1.4 BREAK S@aL BREAK signalisa SPACE (allZEROS)condtim existingforonecharacter-timeorlonger.
Whensuchaconditionoccur%itshallbetreatedinoneoftwoways.

3.4.1.4.1 AlternativeA. ThefirstZERO bitoftheBREAK signalistreatedasa START bit.Thenextn ZERO bits
areencrypted,wheren isthenormalcharacterlengthSubsequentZERO bitsarcnotenctypted.Encryptionresumes
afterthenextMARK toSPACE (ONE toZERO) transitionThistransitionindicatestheSTART bktofa newcharacter.

3.4.1.4.2 AlternativeB. Charactersaredelayedpriortoencryption.A BREAK conditicmisa character-lengthor
longerallZEROS condition(incluckgwkd wouldbetheSTOP bitintervat).ZERO bitsduringtheBREAK conditionart
transmittedunencrypted.EncryptioncontinuesonthenextcharacterthatisframedwithSTART andSTOP bit%

3.4.2 Normal Reception.Upon esfabtishmentof a physicalconnection(correspcmdhgto initialReceiverReady
i“dicatio~,theReceiveDatainterchangecircuitisina MARK (allON Ed state.Basedup-ancharacterlength+thefirst
charactersreceived,exclusiveof START and STOP bits,arcconsideredas the InkializingVector(e.g.,sixK-bit
characters)AU followingcharacters,exclusiveof START and 5TOF bit>are decrypted.Thispwesa continues
hdc!lniicly(CXCCP:duringBREW $igna!z),un:itdisesfab!i:h-ew cfthephysics!connection(lesso!ReceiverReady
lndicatioo).DecryptionissuspendedduringBREAK signals.An exampleshowingtransmitDataEncryptionEquipmenf
inFwt/outPuf,forasynchron.=usphysicalLayerencryptio%isprovidedinthefigurebelow.
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rationWithPant Restored(Optional).As an additionalcapability,asynchronousphysicalLayerData
R?yptic%y may cJiOnallybe configuredto restoreparity0. mcrypted7+it-ph4s+ariiy(e.g.Federal ~
Standard1011characters.To accomplishthisthefIrsfsevendafabitsofeachcharacterareencryptedastheywould
fortheencryptionofsevm~ltcharacters.The8fhbitofeachcharacterisse?asparityfortheprevioussevenbitsof
cipherterlpriortotransm’

3
“orbAt receptiomwithintheunitof DataEncryptionEquipment,thefirstsevenbitsof

eachcharacferaredecrypt zqdthegfhbitissetasparityfortheprevioussevenbitsofplaintext.Incorrectparityon
cipherfexfshallbe translatedmto incorrectparityon plaintexf.Si-e encryptionishandledas itwouldbe for7-btt
characfer&thehitiafizingVectorshallccmsistofsevencharacters(49bitsofIVand7paritybits).When BREAK signals
arcwed,alternativeB (section3.4.1.4.2)mustbeemployedtopreserveparity.

3.5 DES Key VariableLoading.w capabilityshallexistto~rate (i.e.mcrfptanddecryptdata)withDES key
variablesloadedu5ingoncoftlwtwomethodsdzscribedinFederalStandard1027.

4. -~s When a Covemmentdepartmentoragencyconsidersthatthisstandarddoesnotprovideforitsessmtial
needs,a statementcitingspecificrequiremmtsstallbe sentinduplicatetotheGeneralServicesAdminktraticm(K),
Washington,DG 20405,i“accordancewiththeprovlsiomof the FederalPropertyManagementRegulatim!1 CFR
101-29.3.The GeneralServicetMinistrationwilldetermbtetheappropriateactiontobe takenandwillnotifythe
W!W.

PREPARING ACTW2TY:

National~mmunicatiomSystem
OfficeofTechnologyandStandards

Washingfo”,DC 20305

U.S. GOVERNMENT PRINTING OFFICE: 1984 - 421-595/2666

MILITARYINTERESTS:

ReviewActivities
Army --AD,CR
Navy--AS,OM

Custodians AirForce-90
Army --SC DCA --DC
Navy--EC TR1-TAC--TT
AirForce--02 DLA - DH

UserActivities
Navy- S& MC

Thisdocum.mtisavailablefromtheGeneralServicesAdmi”ittration(GSA),actingasagentfortheSupmhtendentof
Comments.A copyforbtddingandcontractingpurposesisavailablefromGSA BusinessCenters.Copiesme forsaleat
theGSA SpecificationUnit(WFSIS),Room 6039,7thand D StreetsS.W.,Washington,D.C. 20407itelephone(202)
472-2203.Pfeasecallinadvancetoarrangeforpickupservice.
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